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About this guide

This guide describes how to integrate the SharpV cameras with an T2 LPDS server using the T2 PARCS
Integration plugin, so that you can receive SharpV reads directly on the T2 LPDS server.

This guide assumes that you are familiar with the configuration and use of the following:
e SharpV cameras.

e T2LPDS server.

For specific information regarding your hardware, software, and systems, refer to their manufacturer’s
documentation and website.

To get certified, visit our list of Security Center courses at
https://www.genetec.com/support/training/certification-courses.

Notes and notices

The following notes and notices might appear in this guide:

e Tip. Suggests how to apply the information in a topic or step.

e Note. Explains a special case, or expands on an important point.

¢ Important. Points out critical information concerning a topic or step.

e Caution. Indicates that an action or step can cause loss of data, security problems, or performance
issues.

e Warning. Indicates that an action or step can result in physical harm, or cause damage to
hardware.

: Topics appearing in this guide that reference information found on third-party websites
were accurate at the time of publication; however, this information is subject to change without prior
notice to Genetec Inc.
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What is the T2 PARCS Integration?

The T2 PARCS Integration is a Windows service package installed on a Windows server. The T2 PARCS
Integration establishes a connection to configured SharpV units and forward the reads data to the T2 LPDS
server.

R = 50 123]—

SharpV Read event T2 Parcs Integration Read data T2 LPDS server
Windows service
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How the T2 PARCS Integration plugin works with the
SharpV

When the T2 PARCS Integration is installed, you can map SharpV units to T2 LPDS server lanes. The T2 PARCS
Integration requires the T2 PARCS Integration Windows service to be able to communicate and connect to the

SharpV units.

Note: To connect the T2 PARCS Integration Windows service to the SharpV units, the server that the
Windows service is installed on needs to have an active network connection with the SharpV units. The
server needs to trust the SharpV certificates or the connection will fail because the SharpV units are using

self-signed certificates.
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Installing a self-signed certificate for a SharpV system

To trust a Sharp certificate, do the following:
1. Go to the Sharp Portal and download the Sharp certificate.

2. Install the downloaded certificate on the machine hosting the T2 PARCS Integration Windows service.

To install the certificate on a workstation:
1. Click on the certificate to display the Certificate details.

2. Click Download certificate and save the certificate file as prompted by your browser.

Certificate Details

CN=SHARPV03887, C=CA

CN=SHARPV03887, C=CA

sha512RSA

2019-05-13 14:03:14

2024-05-13 14:03:14

t (PEM f

BEGIN CERTIFICATE-----
MIIDFTCCAMWEAWIBAZIISWEpEIGhCDMWDQY JKoZIhveNAQENBQAWI ZELMAKGALIUE
BhMCQRExFDASBENVBAMMCINIQVIQV]AzODg3MBAXDTE SMDUxMz EAMDMXNF oXDTTA
MDUxMzE4MDMxNF owI ZELMAKGALUEBhMCQBEXFDASBENVBAMMCINIQVIQVIAZODES
MIIBIjANBgkqhkiGOwa@BAQEF AADCAQBAMIIBCEKCAQEALSIESSMLZd Ie9GxvFo7
F5sTQLWZ3wfHm3ggz cIropRtwuZx59 JHGMZKZNg1VXU9aLdTNbBrBb4+T9Q06e/2
N1nPODBwd1/39F9+Zw8/DXal6/EQUgtp6TXkBANNLWS 2WKIyh3ko77YghoBtNs1S
RadVdzxubnoMrOtdD+Yy1@RhF jyf09VxihPtzNHOLDMDWT xR talkyYr77Y78pKka/
BgDpPhD793b610zIXBATS1i+jlg+4EC3LPQcdzuYPCTITzHUSFAS+aSehjr2TSqTq
Mhg8Mx88zmrDXWQdLAEVY 1QRWIVOTqFGHDMNY /NHSmc UBHCVEWBhE IWE 6-+K 2EDpw

3. Double-click the certificate.cer file and click Install Certificate.

4. The Certificate Import Wizard prompts you to select a store location. Select Local Machine and click
Next.
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n | Certificate X

General Details Certification Path

R Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remote computer
# All issuance policies

Issued to: SHARPVD3337

Issued by: SHARPVO3887

valid from 2019-05-13 to 2024-05-13

Install Certificate... ||| Issuer Statement

o

o# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autharity, is a confirmation of vour identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
O Current User

s

To continue, dick Next,

| et || Cancel

5. The wizard prompts you to select the certificate store you want to use. Select Place all certificates in
the following store and click Browse.
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6. From the Select Certificate Store window, select Trusted root certification Authorities and click OK.

Vi e FUAIL MEdUel FLT

== 7 AaBl L

< - T Chapter T Chag

€ &¢ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store Select the certificate store you want to use.
Certificate store:
| Browse... | Personal A
“| Trusted Root Certification Authorities
| Enterprise Trust

" Intermediate Certification Authoritiss
| Trusted Publishers
S lintrieted Cartifirates

[ show physical stores

OK Cancel

Cancel

7. Click Next to continue, and click Finish to close the wizard.
The system displays the message: The import was successful.

8. Close all web browsers and open the Windows Task Manager to ensure that no browser processes are
running in the background.

9. Log on to the Sharp Portal. You are automatically logged on in HTTPS mode.

)

Alock icon ( in the browser's address bar indicates that you are now logged on to the camera with a secure

connection.
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T2 PARCS Integration configuration manager

After the installation, you can open the T2 PARCS Configuration Manager to change the URL or the credentials to
connect to the T2 LPDS server. The tool can be found inside the Tools folder in the installation folder (default
path C:\Program Files (x86)\Genetec\AutoVu - T2 Parcs\Tools\ConfigurationManager.exe).

URL: | httpsiflocalhost: 5001/ apifvi/lprevent/ o

Username: |Genetec e

Pacsword:  Seesssssssss

IES Reload config from file | I_E Save config to file

Item Name Description

1 URL URL of the T2 LPDS server, where to push the read data.

2 Username Username provided by T2, used to connect to the LPDS
server.

3 Password Password provided by T2, used to connect to the LPDS
server.
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T2 PARCS Integration Sharps Mapping Manager

After the installation, the T2 PARCS Sharps Mapping Manager opens to allow you to configure the mapping
between T2 lanes and the Genetec SharpV cameras. After the initial configuration, the tool can be opened later
to add, remove, or change the mapping. The tool can be found inside the Tools folder in the installation folder
(default path C:\Program Files (x86)\Genetec\AutoVu - T2 Parcs\Tools\SharpsMappingManager.exe).

Note: If a system mistake occurs, click Reload config from file to reset.

File Options
g Add E!rpﬂane mapping e
LaneID: 101 Lane ID: {102 Lane ID: |201 o
IP address: 192.168.1.101 |P address: 192.168.1.102 IP address: 192.168.1.201
port: 443 port: 443 port: 443
Username: |admin Usemname: |admin Username: |2dmin
pass\'-'ofd: (L AL AL L] ) passu;ord: asssseseen password: sssssssees
Remove Remove Remove

Username:

Password:

Cancel ‘ OK

&5 Reload config from file l H save config to file
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Use the table below, in reference to the graphic above, to understand the configurations of changing the
mapping between the T2 lanes and the Genetec SharpV cameras.

Item Name Description

1 File Allows you to close the window.

2 Options Allows you to open the “Set Username/Password for all
Sharps” pop-up.

3 Set Username/Password Pop-up that allows you to set a common username and

for all SharpV cameras password to all the Sharps.

4 Username Username used to connect to the SharpV cameras.

5 Password Password used to connect to the SharpV cameras.

6 Add Sharp/lane mapping Adds a box containing the mapping between a T2 lane and a
SharpV camera. The lane mapping contains the Lane ID, and
the information to connect to the corresponding SharpV
cameras.

7 Lane ID The T2 lane ID.

8 IP address The SharpV IP address which should be associated with the
lane ID.

9 Port Port number to connect to the SharpV cameras (HTTPS 443
port is the usual default).

10 Username Username used to connect to the SharpV cameras.

11 Password Password used to connect to the SharpV cameras.

12 Remove Removes the mapping for the T2 lane/SharpV cameras.

© 2023 Genetec Inc. All rights reserved.
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Changing the Sharp connectivity settings

If the Sharp is losing connectivity, you can modify the default values to regain a connection between the server
and the Sharp by doing the following:

Caution: Any modifications should be tested to ensure that the connection with the Sharp remains stable.

1. Openthe appsettings.json file located in the root folder of the installation folder (default path
C:\Program Files (x86)\Genetec\AutoVu - T2 Parcs\appsettings.json).

2. Under the section “SharpConnectivitySettings”, some values can be changed to fine-tune the
connection between the server and the Sharps.

e ConnectionRetryTimeoutInSec: Frequency, in seconds, at which the server tries to reconnect to the
Sharp.

e ApiReadStreamTimeoutInSec: The server connects to the Sharp data stream. If the network
becomes unstable, the connection to the Sharp will restart after a disconnection occurs (0 is the
unlimited timeout).

'EndpointSettings”: {
"Url™: "https://localhost/api/vl/lprevent/",
'Username”: "Genetec”,
"Password” AQAAANCMNAdSBFAER JHOAWE /Cl+sBAAAAWIGe0doTQUZkieHqgi

‘SharpConnectivitySettings™: {
"ConnectionRetryTimecutInSec”: 5,

'ApiReadStreamTimeoutInSec”: 680

(=]

11
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What's new in the T2 PARCS Integration 1.0

With each release, new features, enhancements, or resolved issues are added to the product.

The T2 PARCS Integration 1.0 is a new integration.

© 2023 Genetec Inc. All rights reserved.
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Resolved issues in the T2 PARCS Integration plugin 1.0

The T2 PARCS Integration 1.0 has the following resolved issues.

Issue Resolved in Description
4369889 1.0.36.0 Stream format for SharpOS 14.3.2.131 not supported
4223958 1.0.35.0 Modifications were introduced in the Sharp APl with SharpV

OS 14.3.1 that were incompatible with the integration.

13
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Known issues in the T2 PARCS Integration plugin 1.0

Known issues are software issues that have been discovered in the current release or a previous release, and
have not yet been resolved.

There are no known issues in the T2 PARCS Integration 1.0.

© 2023 Genetec Inc. All rights reserved.
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Limitations in the T2 PARCS Integration 1.0

Limitations are software or hardware issues that cannot be fixed. For certain limitations, workarounds are
documented.

There are no limitations in the T2 PARCS Integration 1.0.

© 2023 Genetec Inc. All rights reserved.
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System requirements for the T2 PARCS Integration 1.0

System requirements are the recommended hardware and software components that are required for your
product and system to run optimally.

Integration server

The T2 PARCS Integration 1.0 must be installed on a Windows Server where .Net Core 3.1 runtime can
be installed (Install .NET on Windows | Microsoft® Docs).

Caution: Older Microsoft Windows versions like Microsoft Windows 8.1 or Microsoft Windows
Server 2012 R2 might have problems trusting the SharpV certificates.

Sharp OS

The T2 PARCS Integration can only connect to SharpV cameras running Sharp OS 13.5.0 or later, or
Sharp OS 14.0.2 or later.

© 2023 Genetec Inc. All rights reserved.
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Downloading and installing the T2 PARCS Integration

The T2 PARCS Integration 1.0 must be installed on a Windows server that has a network access to the LPDS

server and the SharpV cameras.

Before you begin

Ensure the following:

The server can host Windows service (see System requirements for the T2 PARCS integration 1.0)
The server can access the SharpV over the network.

The server can access the LPDS server over the network.

What you should know

To install the T2 PARCS Integration:

1

2

Open the GTAP Product Download page.
From the Genetec Plugins section, download the package for your product.

Run the .exe file, and then unzip the file.

By default, the file is unzipped to C: \Genetec.

Open the extracted folder, right-click the setup. exe file, and click Run as administrator.

Follow the installation instructions.

On the Installation Wizard Completed page, click Finish.

© 2023 Genetec Inc. All rights reserved.
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T2 PARCS Integration 1.0 installer

The following screenshot shows what to configure to connect to the T2 LPDS server.

AutoVu™ - T2 Parcs Installation >

T2 Parcs Windows Service Configuration ra

Enter the AutoWVu™ - T2 Parcs URL, credentials.

WERS| hitps://localhost/api/vl/Iprevent) 1
o DT 3

Item Name Description

1 URL URL of the T2 LPDS server, where the read data is placed.

2 Username Username provided by T2, used to connect to the LPDS
server.

3 Password Password provided by T2, used to connect to the LPDS
server.

18
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Export format

Here is an example of exported data:

"Timestamp": "2021-10-26T19:58:17.16034432",
"LicensePlateNumber": "MYWAY7",

"LaneId": 2,

"LicensePlateConfidence": 98,

"PlateStatus": 0

© 2023 Genetec Inc. All rights reserved.

19



Troubleshooting: Cannot receive the SharpV reads

If you cannot receive the SharpV reads, you can troubleshoot the issue.

No Sharps are mapping to Lanes.

Cause

The T2 PARCS Integration will stop immediately if no mapping has been configured.

Solution

1. Refer to the T2 PARCS Integration Sharps Mapping Manager section.

© 2023 Genetec Inc. All rights reserved.
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Troubleshooting: Sharps not sending data to LPDS server

If Sharps are not sending data to a LPDS server, you can try to resolve the issue.
Sharps not sending data to a LPDS server.

Cause

The T2 PARCS Integration cannot communicate with the LPDS server.

Solutions

1. Verify that the LPDS server endpoint is accessible from the server where the Windows service is
running.

2. Contact the T2 support team to confirm that the credentials to access the LPDS server are correct,

then update the configuration (For more information, see T2 PARCS Integration configuration
manager).

21
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Troubleshooting: One or multiple Sharps are not sending
data

If one or multiple Sharps are not sending data, determine the cause and provide a respective solution.

One or multiple Sharps are not sending data.

Cause
The T2 PARCS Integration cannot communicate with one or multiple Sharps.
Solutions

1. Verify the Sharp Portal is accessible from the server where the Windows service is running.

2. Verify the Windows event viewer (About the Windows service logs) to see if there is a certificate

problem (For more information, see How the T2 PARCS Integration plugin works with the SharpV).

3. Verify the configured credentials by trying to connect to the Sharp Portal with them, then update
the configuration for the problematic SharpV (For more information, see T2 PARCS Integration
Sharps Mapping Manager).

© 2023 Genetec Inc. All rights reserved.
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About the Windows service logs

The T2 PARCS Integration 1.0 uses the Windows Event Viewer to log its events. The logs are under Application,
and the source is AutoVu.Integrations.T2Parcs.

@ Event Viewer
File Action View Help
e 2E 3

g Event Viewer (Local)
» 3 Custom Views

Application Number of events: 78,141 (!} New events available

w :*; Windows Logs Level Date and Time Source
@ Application ®Inf0rmatiun 2021-10-0813:17:15 AutoVu.Integrations. T2Parcs
@ Security ®Information 2021-10-0813:17:15 AutoVu.Integrations. T2Parcs
g Setup @ Information 2021-10-0813:17:15 AutoVu.Integrations. T2Parcs
@ System @Information 2021-10-0813:17:15 AutoVu.Integrations.T2Parcs
Q Forwarded Events 0Error 2021-10-08 13:17:15 AutoVu.Integrations. T2Parcs
> B Applications and Services Logs <

> :é Saved Logs
-_E Subscriptions Event 3008, AutoVu.Integrations. T2Parcs

General Details

A unexpected error occurred while executing the service.
System.InvalidOperationException: Mo Sharps mapping could be found.

23
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Where to find product information

You can find our product documentation in the following locations:

e Genetec™ TechDoc Hub: The latest documentation is available on the TechDoc Hub. To access the

TechDoc Hub, log on to Genetec™ Portal and click TechDoc Hub. Can't find what you're looking for?
Contact documentation@genetec.com.

« Installation package: The Installation Guide and Release Notes are available in the
Documentation folder of the installation package. These documents also have a direct download
link to the latest version of the document.

e Help: Security Center client and web-based applications include help, which explain how the
product works and provide instructions on how to use the product features. Genetec Patroller™
and the Sharp Portal also include context-sensitive help for each screen. To access the help, click
Help, press F1, or tap the ? (question mark) in the different client applications.

24
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Technical support

Genetec™ Technical Assistance Center (GTAC) is committed to providing its worldwide clientele with the
best technical support services available. As a customer of Genetec Inc., you have access to the
Genetec™ Technical Information Site, where you can find information and search for answers to your
product questions.

¢ Genetec™ Technical Information Site: Find articles, manuals, and videos that answer your
questions or help you solve technical issues.

Before contacting GTAC or opening a support case, it is recommended to search the Technical
Information Site for potential fixes, workarounds, or known issues.

To access the Technical Information Site, log on to Genetec™ Portal and click Technical
Information.

Can't find what you're looking for? Contact documentation@genetec.com.

e Genetec™ Technical Assistance Center (GTAC): Contacting GTAC is described in the Genetec™
Lifecycle Management (GLM) documents: EN_GLM_ASSURANCE and EN_GLM_ADVANTAGE.

Additional resources

If you require additional resources other than the Genetec™ Technical Assistance Center, the following
is available to you:

e Forum: The Forum is an easy-to-use message board that allows clients and employees of Genetec
Inc. to communicate with each other and discuss many topics, ranging from technical questions to
technology tips. You can log in or sign up at https://gtapforum.genetec.com.

e Technical training: In a professional classroom environment or from the convenience of your own
office, our qualified trainers can guide you through system design, installation, operation, and
troubleshooting. Technical training services are offered for all products and for customers with a
varied level of technical experience, and can be customized to meet your specific needs and
objectives. For more information, go to http://www.genetec.com/support/training/training-
calendar.

Licensing
For license activations or resets, please contact GTAC at https://gtap.genetec.com.

For issues with license content or part numbers, or concerns about an order, please contact Genetec™
Customer Service at customerservice@genetec.com, or call 1-866-684-8006 (option #3).

If you require a demo license or have questions regarding pricing, please contact Genetec™ Sales at
sales@genetec.com, or call 1-866-684-8006 (option #2).

Hardware product issues and defects

Please contact GTAC at https://gtap.genetec.com to address any issue regarding Genetec™ appliances
or any hardware purchased through Genetec Inc.

25
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